
Steps to verify the authenticity and spot red flags:
• Verify the legitimacy of the sender’s email address.

• Be cautious not to fall into the trap of malicious emails that require an immediate response or state a sense of urgency 
with implications.

• Identify phishing mails by looking for visual errors such as language errors, spelling and format errors.

• Ensure that you do not click on any links shared on email without checking where the link is routed.

• Make certain that the web address link is one that you are aware of and know before clicking by hovering over the 
link (which will show the web address where the link will lead to, once it is clicked).

• Do not open or click on any attachments from an email which looks suspicious or fails any of the tests stated above.

Mitigating risks of phishing attacks

Please do not hesitate to write to us at contactus@mgcglobal.co.in for an expert evaluation of your organization’s 
vulnerability to cyber attacks and steps to mitigate the same.
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